Jilsont

2 Megapixels

Compact Network Camera

CAM737MIR/CAM737MWIR

User’s Manual




1
2

3

4

7

Table of Contents

OVEIVIEW coeiiiiiiinnnnnnteiiiiiiiinteteeieiiiisssseeeeessssssssssseeesssssssssssseesessssssssssseesssssssssssssetessssssssssseeesssssssssssseeessssssssssseseessssssns -3-

Product DESCIIPLION ...ccciiiiiiiiiiiiiiiiiencieeereeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseeeseeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeaseeaeans -3-
2.1 [ e LYY L=l D L=TY ol 1 4o o TSRS -4 -

Setting Up the NetWOrk CAmEra.........ccccccccccnnnnnnnnnnsnssnsnssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnnnne -5-
3.1 REAA BEFOIE USE ... ettt ettt ettt et s st st e s et e st e et e et e se e s be e b e e r e e reenesaneseeenre -5-
3.2 Hardware INStallation SEEPS ...uiiiuiieeiiiieeccieeeetee et e et e et e e e e e e st e e s eateeessaseeeesataeeeasseeeesnseeeeansseeeasseeesannens -5-
3.3 Using the Network Camera for the first tiMe........oocueeieciii e e e e e -7-

Accessing the NetWOork Camera ... s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s assnnan -9-
4.1 FING CAMIBIA .ottt sttt ettt et b e b e r et s e e s et e she e s et e et e et e ae e ene e e b e e r e e reearesanesanenmeennee -9-
4.2 Before AsSiZNING AN 1P AQAIESS .....cccicuiiiieiiiie ettt e e e et e e s e e et e e e e eae e e saaeeeesateeesaasteeesnseeeesssaeesansseeesnnseens -9-
4.3 Assigning the IP address to the NEtWOIrK CAMEIa.......cccuiieieciii e e e e e e e e nneeas -10-
4.4 Access the camera from the DrOWSEN ........c.ooiiiiie et -11-
4.5 TNE LIVE VIBW PaZE..cceeeiiieiiiee ettt ctte ettt e e ettt e e ettt e e et e e e e e teeeesaeeeesteeeeansteeeanseeeesseeaaansseeeanssaeeeanseeeeasseeeannens -13 -
4.6 IPRONE CAMEIa VIBWET ...ttt sttt et sttt e r ettt s e e s b e e s b e n e e aeeae e saeesreenreenneenneennesrnens -15-

CoNfigUIING the CAMEra......cceeeeeeeeeeeeeeneeneeeeeeeeeneeeeeeeeeeessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssnsssnnns -16 -
5.1 LYo 1o Y =1 [y =& SR -16 -
5.2 (O] 04 =T = BT 0 T4 PP PPPPPPPTPTPPPTPRt -20-
53 STOTAEE SEILINGS ereiiiiiiiiiiiiiiiiite e et et e e e e et e ee e et et et e e e s et et et et et et atet et et e s et e e ererererereterererenererererens -24 -
5.4 T o Y= [ o V£ S T T P TP -27 -
5.5 N YT T Y= T =3 SR -41 -
5.6 SYSTEM SEELINES coeeeiiiiiiiiiiiiiiit e e e et e e e rereterer et et et e tet et eteresereratererererererererererererererererererererens -49 -

TroUBIESROOTING ... s s s s s s s s s s s s s s s s s s s s s s s e s s s s s s s s s s s sssssssssssssssnsnns -53-
6.1 Lo Lot oY VN B 1= = U1 S -53-
6.2 Viewing the camera from a remote [0CAtION ........cueeiiiiiii i e e e e e e e e e e e e naeeas -53-

Frequently Asked QUESTIONS ......ccciiiiiiiiiiiiiiiiiiiiiineeeserreere e e e e e e e s e s e s e e e sessesseessseeeeeeeeeeseeeessessessssesessnsnnnnnns -57-



Jilsont

1 Overview

Thank you for choosing our products. This series of network camera is intended for home, retail and small office
surveillance usage under indoor environments. It comes with a High-end VGA or 2-megapixel CMOS Sensor, with a
maximum resolution up to 1600 x 1200, delivering detailed images. The PIR can sensor can detect passing-by objects
that radiate infrared source. Some models of this camera series are designed with WiFi capability, which saves the

cabling hassle in portable and distant surveillance.

The cubic series includes following models:

VGA models 2-megapixel models

Built-in PIR, IR LED Built-in PIR, IR LED, ICR

Built-in PIR, IR LED, WiFi Built-in PIR, IR LED, ICR, WiFi

Built-in PIR, White-lllumination LED Built-in PIR, White-lllumination LED
Built-in PIR, White-lllumination LED, WiFi | Built-in PIR, White-lllumination LED, WiFi

Important Notice:

Contents of this documentation may appear slightly different from the version you are using. It is due to the constant
maintenance that we update the contents whenever there is a significant or critical hardware, software or firmware
change that might result in the incorrect uses of our products. Hence, the contents of this documentation is subject to
change without prior notice. If you have any problem regarding the product usages, please do not hesitate and

consult with your product suppliers immediately.

2 Product Description

1. H.264 / MJPEG Dual Compression:
Offers the user the option to select H.264 or Motion JPEG compression.
2. Compact Size for Easy Installation and Maneuvering:
Small and light weighted, for areas that are limited in space.
3.  ONVIF ® Compliant for Wide Deployment:
Web services built-in with international standard protocols, integration cycles have been reduced and
deployment has become easier. (Contact your distributor for documentation).
4. Multiple Video Streaming:
Streams up to 8 independent video profiles (6 video profiles for VGA models).
Different configurations can be set according to the bandwidth that is available from the network.
5.  Built-in Speaker and Microphone:
Offers integrated speaker and Microphone, allowing remote listening in the area where the camera is
installed, as well as communication with the other person using the speaker.
6. Micro SD Card Slot for Local Storage
For saving snapshots that can be later checked by the user, upon events occurred during motion
detection.
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7.  Wi-Fi, IEEE 802.11 b/g/n and WPS push button for Wireless Networks (Optional)
For areas that wiring network cables is difficult and arduous work, using the wireless feature can be an
effort-saver.
8. Infrared LED for Day & Night Model, 3 Meters (Optional)
There are 7 infrared LEDs located underneath the transparent cover.
9. PIR Sensor & White Illlumination LED
The PIR sensor can detect any passing-by objects that radiate infrared energy. When an object passes by,

the camera will detect it and flash the white illumination LED, making it effective especially in dark.

2.1 Hardware Description

Bracket Hole

-

: = =T
| Tl = T— | T
. Ethernet == ii ‘ Eéﬂ_ Power
bt lumination LED Part | © A=l Jack
| (or IR LED) TE | ="
Focus | ——— ___Button
Adjustment ) (WiFi models anly))
MIC —i e, / A light Sensor Reset Button—ge i .
\ o / , Audio Out =] Micro
PIR Sensor —t-—iriigh | o —-——Speaker o _ 5D Slot
Status Indicator ————30 .~ Thermal pad (caution) gifey @l

General Purpose 10
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3 Setting up the Network Camera

3.1 Read Before Use

The use of surveillance devices may be prohibited by law in your country. The Network Camera is not only a
high-performance web-ready camera but can also be part of a flexible surveillance system. It is the user’s
responsibility to ensure that the operation of such devices is legal before installing this unit for its intended use.
It is important to first verify that all contents received are complete. Take Note of the warnings in the Quick
Installation Guide before the Network Camera is installed; then carefully read and follow the instructions in the
Installation chapter to avoid damage due to faulty assembly and installation. This also ensures the product is

used properly as intended. It is designed for various applications including video sharing and indoor surveillance.

3.2 Hardware Installation Steps
After unpacking the package and identifying its parts, assemble the network camera to run the device for the
first time.
It is recommended set up the camera before installing it to the intended location.
The following instructions will consist of basic steps that will help you through the hardware preparation.
Other required devices before powering up the Network Camera:

1. Personal Computer or Laptop; and

2. Network Hub or Switch and 2 (two) pieces of Ethernet Cable; or

3. 1(one) piece of Crossover Ethernet Cable

STEPS:

1. Attach the bracket that
comes in the package to the
Bracket Nut Hole =

2. Connect the Ethernet cable /ﬁ‘ = v
to the RJ-45 Network
Connector from the device

3. Plug the Power Adapter to
the Power Connector ©

4, After the Power Connector is
plugged in, the Network
Camera will boot up.

The Power LED will be on to
guarantee the proper
functioning. 1

5. Wait a few seconds for the &
Network Camera to be @ ;/
detected in the network.

6. Refer to the section of “Using ( Back Panel View )
the Network Camera for the
first time” in the next page

J@

2]

MECGAD 50 51T

Install Micro SD Card

The device supports Micro SD card and provides slot to inset for local storage. Before plugging /
unplugging Micro SD card into / from the slot, it’s recommended to turn the device off.

Note: The device does not support Hot-Swapping function. :‘:E:nu

Note: this unit supports min 2GB and max 32GB Micro SD/SDHC card and Class 6 or higher for ideal
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operation.
Assemble the Bracket

The network camera comes with a set of parts and screws for assembling the bracket. Please follow the images
below for instruction.

Mounting

There are 2 screw holes on the bracket stand. Use the supplied retention screws to mount the bracket on a
flat surface.

Adjusting the Lens Focus

Turn the focus ring in clockwise direction to get the appropriate image.

Note: the network camera is required to get connected prior to adjusting the
focus. The unit released from factory may already g focused. Unless

necessary, there might not be a need for adjustment.
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3.3  Using the Network Camera for the first time
The Network Camera is a network device and its use should be straightforward for those who have basic
networking knowledge. Making the initial steps for setting up the network camera will be based on a simple

network connection.

Option 1

Connect the network camera to a HUB / Switch which is m
connected to a PC L l“*‘*’““ o
Option 2 j%\ || —— mm.;_:’m

Erh Indoor Network Hub
Network Lamera

Connect the network camera directly to a PC with a

crossover cable.

After the network camera has its activity lights on, use the PC for setting up the IP Address of the Network

camera. Refer to the section of “Accessing the Network Camera” at the next page for detailed instructions.

Hints: Possible Network Configurations in your network infrastructure
1. Configuration 1

Internet Access: ADSL or Cable Modem

IP address: One real IP or one dynamic IP

Connection Type: Only the Network Camera connects to the internet

For fixed real IP, set up the IP into the Network camera. For dynamic IP, start PPPoE.

2. Configuration 2

Internet Access: ADSL or Cable Modem

IP address: More than one real IP or one dynamic IP

Connection Type: The Network Camera and PC connect to the internet

Device needed: Switch Hub

For fixed real IP, set up the IP into the Network camera and PC. For dynamic IP, start
PPPoOE.

3. Configuration 3

Internet Access: ADSL or Cable Modem

IP address: one real IP or one dynamic IP

Connection Type: The Network Camera and PC connect to the internet
Device needed: IP sharing such as Hub / Switch and a Router

Use virtual IP, set up port forwarding in IP sharing.

(Suggestion: Refer to your Network Administrator if necessary for more information)
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For Wireless enabled models, please refer to the following steps for network setup:

1. For the first time installation, users must use an Ethernet cable to connect the network camera and a

network hub/switch/router/modem.

2. Install the application software “IP Discovery”, which is included in the installation CD. Please refer to

the following section of the user manual for instruction about installing and using “IP Discovery”.

3. Goto “Setup” = “Event” > “Event Server” - “Add SMTP” to setup email notification.

Event Server List

[ AddFTP | [ AddHTTP | [ AddTCP | [ AddSMTP | [ Delete

( Note: The maximum number of event server is 10. ]

SMTP Server

Email Address | ‘

Port [25 165535

[ Enabled ssL

Name Protocol Address Upload Path

Name | ‘(80 character max)

Mail Server | ‘(hustname or IP address)

User Name | ‘(128 character max)

Password | |(4 character min, 32 character max)

User Name

4. Goto “Network” = “IP Change Setting” to fill out SMTP server information so that notification about IP

change will be sent to users’ email.

5. Turn to “Wireless to configure Wireless setting options. Please refer to P.47 ~ 49 regarding the details

of the options for setting Wireless.

Wirgless Netwaork

yokonc infrastructure | TKIP + AES WPA
Guest infrastructure | NONE OPEN
amegia-ap2 infrastructure | TKIP + AES WPALZ)
ncga infrastructure | TKIP + AES OPEM
amegia-1 infrastructure | TKIP + AES WPALZ)
cherry infrastructure | TKIP + AES OPEM

Wireless Setting

[JEnable wireless { Canfig IPChange notification )

SSID : SSID

MNetwork type: (® Master

Security:

44%
T2% YES
42% YES
44% YES
20%

O Ad-Hoc
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Before getting access to the Network Camera from user’s PC, it’s necessary to properly configure its network

4 Accessing the Network Camera

setting. This camera uses 192.168.1.200 as the default IP address. If you would like to assign a new static IP

address, please install “CAM7 Series Device Search” from the CD-ROM, and then use this program to do that.

4.1 Find Camera

1. Once installed on the PC, click on [Start Menu >> All Programs >> Asoni >> Search Tooling >> Asoni CAM7

Series Device Search] to open the software.

& Device Search EI = '
Exit About
[ Search ] | Web | I Config |
Model Type Mame Location |IP Address MAC Address FMW Version
CAM728M-PoE 192.168.11.224 00-0E-C9-03-B1-FE 1.00.09.5103

2. The software automatically (or by clicking on “Search” button) displays cameras on the network. Identify

your camera by its MAC Address that is shown on the label of the camera.

3. Click on “Web” button or double-click on the identified camera item on the list to launch live viewing (it is
assumed that the network cable you’ve connected to your camera has provided a set of useable IP

address/subnet mask/Gateway), or click on “Config” button to configuring IP information.

4.2 Before Assigning an IP Address

Before assigning an IP address, make sure the Network Camera is powered on and correctly connected to the
network.
Obtain a LAN IP address not yet used and its related configuration from your network administrator.
The following will be required:
1. IP Address
2. Subnet Mask
3. Gateway
MAC Address: Each Network Camera has a unique Ethernet address (MAC address) shown on the label of the

Network Camera.

Hints: When assigning an IP Address
User can find necessary IP information by checking the current IP information of user’s host PC via Windows
command “ipconfig”:

- Click on Windows screen: the Start Menu >> All Programs >> Accessories >> Command Prompt.

- Type “ipconfig” at the command prompt to show the current IP information of user’s host PC.
-9-
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C:\ >ipconfig
Windows IP Configuration
Ethernet adapter Local Area Connections:

Connection-specific DNS Suffix

C\>

IPAddress. ...........: 192.168.1.
SubnetMask...........:255.255.255.0
Default Gateway .........:192.168.1.254

. - king-tech.com

Then, use other IP address 192.168.1.xxx (1-253, except IP address of host PC 192.168.1.102), the same subnet

mask 255.255.255.0 and default gateway 192.168.1.254 for the network camera.

4.3

Assigning the IP address to the network camera

Select a Network Camera and click on “Setup”. Then, start to configure network settings, such as the following

fields:

IP Address / Subnet Mask / Gateway / DNS

Setting

Aukhentication

User Mame |

Password |

Basic Information

Device Mame |Device Mame

Device Location |Device Location

HTTP Port |s0

B

* Remember to input a different
value for the last digits of IP address
from the “ipconfig”, ranging from 1
to 255.

RTSP Port |554

Metwork Information

IP Address | 192

A 1=

21

156

Subniet Mask ESS

. 285

€]

Default Gateway | 192

DS Information

P 11 I

. 2594

Primary DMS address | 168 . 95

Secondary DMS address | o . 0

Update |

Exit

Make sure you enter the same
values for Subnet Mask and Default
Gateway shown on your “ipconfig”
screen.

Click on “Update” to apply the changes only by using administrator’s privilege (default user/password =

admin/admin).

To open the main page of the network camera, select your camera and click on “Web”.

-10 -
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4.4  Access the camera from the browser
Start the |IE browser, type the IP address of the network camera in the address field:
http://<IP of camera>
If the “HTTP Port” has been changed from “80”, type the URL as:
http://<IP of camera>:<HTTP Port>
Once the Network Camera is accessed, the Network Camera will request a Username and Password. The default

Username and Password is “admin” and “admin”.

Connect to 192.168.1.217

=
i h“
IP Camera
Lisar mame: |ﬂ admin V|
Password: | arm |

Remember my password

[ Ok ] [ Cancel

Note: If “anonymous login” (see 5.6.2) is enabled, the Live View page will be shown without restriction. Or

please enter “admin/admin (default account/password)” to pass the authentication.

Hints: Changing the root password
To avoid security breaches, it is recommended changing the Username and Password once the

device is set up to work. Refer to Chapter 5, Configuring the Camera, System Settings.

When the Network Camera is accessed via Internet Explorer, it will ask you to install the ActiveX component.

A IP CAMERA - Microsoft Internet Explorer,

File Edit ‘“iew Favaorites Tools  Help

_J _,,.-: |ﬂ @ :‘ j__:'Search KE:\_'.'.J Favorikes @3 ri- -x,.:; ‘3

= =
Address | @] http://192.168.1,217f

@ This site might require the Following ActiveX contral, Click here to install. ..

Note: during the webpage loading, you may be asked to allow the installation of Active X elements. Please allow

it to proceed.

Once get accessed, follow the instructions in the manual for the camera operation.

If the ActiveX installation doesn't start automatically, please follow below procedures to change security level

settings of your Internet Explorer browser.
-11-
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Kindly note that if you didn't install ActiveX and you will not be able to see the Live view image. Please make
sure to install it first.

To adjust the Security Options of Internet Explorer follow the below instructions:

Internet Explorer > Tools > Internet Options > Security Tab > Custom Level > Security Settings > Download
unsigned ActiveX controls > Select “Enable” or Prompt.

Internet Explorer > Tools > Internet Options > Security Tab > Custom Level > Initialize and script ActiveX controls

not marked as safe > Select “Enable” or Prompt.

Internet Options

.General| Security |F'rivoc: Cantert | Cannections Programs Advanceoé

Select a'web content zone to specify itz security settings.

® @ 0 ¢

Local intranet  Trusted sites  Flestricted
sites

Internet
Thiz zone containg all Web sites you
haven't placed in other zones

Security level for this zone

Custom
Custorn zettings.
- To change the settings, click Custom Level.
- To uze the recommended settings, click Default Level.

<[ Custom Level... ] Default Level ]
N ———

[ ()8 ][ Cancel ]

Sppl

Security Settings

Security Settings
Settings: Settings:
O Enable * Disable ~
Blnary and script behaviars Enable Il
Adrministrator approved b Prompt
Disable @ Download unsigned Activel contrals M
Enable Disable
Download signed ActiveX controls Enable
Disable Prampt
Enable @ Initislize and script Actives controls not marked as safe
Prompt Disable
Download unsigned ActiveX conkrols Enable
Disable
Enable @ Run Active® controls and plug-ins
Administr ator approved
% £ % | 3
Reset custam settings Reset custom sethings
Reset to: |Medium | [ Reset | Resetto: |Medium v| [ Reset |
[ Ok ] [ Cancel ] [ OK ] [ Cancel ]

When popup the following dialogue box, click “Yes”

-12 -



Warning!

1 E Ape you sure you want ko change the security settings For this zone?
L

es l [ K]

Then, the Live View page will be opened. Click on the “Setup” link of the Live View page to change the

configurations of the network camera.

AMisoni vevien | sews| | [EIN]
01 &
HD (H.264 1280 x 720

Select user interface

®©@0
@ G @ language: English,
o FPS: 30 fps traditional Chinese and
BPS: 2077 Kbps
simplified Chinese

CAMERA
G 05211 1O S A

4.5 The Live View Page

Video Source:

-13 -
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The Stream Profile drop-down list allows you to select a customized or pre-programmed stream profile on
the Live View page. Refer to Streaming Settings of this chapter for more references.

Note: VGA model supports 6 stream profiles.

&) v~
®

b Q
w B &)

FPS: 29 fps
BPS: 1818 Kbps

Rotation: allows the rotation of the video to be viewed in an angle of 0 (current), 90, 180 or 270 degrees at a

clockwise direction.

-
!

@ s

W

01 [v]
0
]

@5 o
@00
0 FPS: 30 fps

BPS: 3675 Kbps

Full Screen: Maximizes the video to be displayed at a full screen size.

Real Size: Displays the real size of the video; (the initial video size will be adjusted to fit your monitor,

while the real size could be bigger than it is being shown in the monitor).
Listen: allows the user from the PC listen the location where the camera is set.

Talk: allows the user from the PC talk remotely to the camera, for which the speaker will emit the

voice.

Manual Record: Once pressed, it records and saves the currently viewed video the indicated path

below. To stop the recording, press back the Recording button.
Snapshot: once clicked, it will take a snapshot and save it to the indicated path below.

Path Button: Sets the location where the video and snapshot are saved to. To change the location,

0000VOEe6

click on the button and select the desired path.
FPS Frames per Seconds: Indicates the quantity of frames displayed in the current view.

BPS Bit per second: Indicates the bandwidth allocated for the streaming of the live video.

-14 -
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For Window 7 users, the operating system requires users to configure the Internet Explorer administrator

Notes for Windows 7 Users:

setting before the recording and snapshot functions can be enabled.

4.6 iPhone Camera Viewer
The network camera provides “iPhone Camera Viewer” for user to monitor via iPhone.

Once LAN or internet settings are completed on iPhone, as below, user can monitor via iPhone web browser by

just entering the IP address (or domain name) of the network camera.

1). Go to “Settings” to complete network settings, such as WiFi, network (DCHP, BootP, or Static IP).

2). Go to “Safari” and enter the IP address (or domain name) of the network camera, which is followed by an

authentication procedure (user/password = admin/admin). Then, Live video page “iPhone Camera Viewer” can

be seen.

000 00
- e ‘“"-h‘

p—

-15-



5 Configuring the camera

ni

Video
Camera
Storage
Event
Network

System

Main features and advanced configurations of video streaming.
Image adjustments such as brightness, white balance and more.
Displays information of the files located in the Micro SD card (if any).
Smart features for event settings to send emails, snapshots and more.

Network configuration for the network camera and Event features.

Firmware version information and upgrade, User access management, and system information.

5.1 Video Settings

The video settings page contains setting for the streaming

General

URL 1D : v GOP : (5~150)

Video Mode : Frame Rate : (3~30 FPS)
Quality Level : st Target Bit Rates : 3000 (512 ~ 4000 Kb)
Resolution : 1280x720 » Profile

Quality Level :

Video Mode : Frame Rate : (3~30 FPS)
Quality Level Target Bit Rates : 1500 (256 ~ 2000 Kb)
Profile :

URL 1D : vi4 Frame Rate : (3~15 FPS)
Quality Level

Video Mode : Frame Rate : (3~3U FPS)
Quality Level : Target Bit Rates : 512 (128 ~ 1000 Kb)
Quality Level :

URL 1D : w7 GOP : 30 (5~150)

-16-
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5.1.1 General Settings
Video General Setting:
The Network Camera has in total 8 independent and simultaneous streams which can be used.
Your requirements and the properties of your network will determine the type you use.
The Live View page in the network camera provides access to a list of streams which are set in this page.
They can either be H.264 or Motion JPEG video streams that are configured according to each user’s need.
Other applications and clients can also access these video streams/images directly, without going via the

Live View page.

Stream Types: Stream 1, 3,5and 7: H.264
Stream 2, 4, 6 and 8: MJPEG

URL ID: Sets the name for the streaming; input an appropriate name to indicate the stream type
which is being used.

Video Mode: CBR : 512 Kbps ~ 4Mbps — Increase CBR to increase the picture quality; or vice versa
VBR : The network camera will adjust itself automatically to fit the best picture quality
through the bandwidth provided by the network. The balance between VBR and network
bandwidth will affect picture quality.

Quality Level: There are three levels to adjust: Best, Good and Standard
The higher the quality is, the more bandwidth it will use for streaming the video.

Resolution: You can set up a different video resolution for different viewing devices.

Note that a larger frame size takes up more bandwidth.

GOP: GOP stands for "Group of Pictures". The GOP is a group of successive pictures
within a coded video stream.

Frame Rate: This limits the maximum refresh frame rate per second. Set the frame rate higher for
smoother video quality.

Target Bit Rates: 512 Kbps ~ 4Mbps — Increase CBR to increase the picture quality; or vice versa.

Profile: Providing two video files of high and baseline.high profile gain better video quality ,but it

will cause network camera have larger load relatively.
Notes for Stream 1 (H.264) HD:

When the Resolution is 1600x1200, the Frame Rate is “15”. When the Resolution is 1280x720, the Frame
Rate is 30.

-17 -



5.1.2 Advanced Settings

Enable Digital PTZ: The Digital PTZ feature allows you pan, tilt and zoom electronically around the
image without having moving parts at the device. Once enabled, it will display a frame which will let you

slide it through different areas and automatically zoom the area being focused on, to have a bigger and

[JEenabled Digital PTZ

Audio out volume (dB) :

Audio Format QO asc ®u-Law O off
[l Camera Name : |”j CAMERA |(20 character max)
[ Date/Time

more detailed image for your viewing.

The streams for using Digital PTZ are streams 3/4 and 5/6. Stream 3&4 or stream 5&6 will be enabled
respectively when choosing vO3 or v05. The naming of the streams by default are v03/04 and v05/06.

Such naming can be changed in this same section of Video, going to the page of General settings.

Once you tick the box “Enable Digital PTZ” and click on save, you can return to “Live View” and use the

navigation interface to browse around zoomed image area.

FPS: 27 fps

-18-
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Audio Setting

Audio out volume (dB): Adjust the output volume (in dB values).

Audio Format: select “AAC”, “u-LAW” or “Off” as the audio compression format. The “u-LAW” is highly
recommended for 3GPP mobile surveillance (for example, on iPhone or other network-enabled smart

phones and NVR surveillance application software).

OSD Setting:

Camera Name: To display the OSD, type a text on the box with a maximum of 20 characters.

Date / Time: Displays the date and time on the video which is streamed from the Network Camera.
Save: Once the options have been selected, click on Save to make the changes permanent for the

device.

-19 -
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5.2 Camera Settings

5.2.1 Camera General Settings

Camera Settng Camera Satong
AR Window: [ Sim] o€ window:  [Suw]
Brightness: [3] F = srightness:  [4] | RRE]
Hue: (1} [ s Hut! [ |RRE
saturagion:  [1] @ s saturation: [A] | GERE]
Contrast: |1 & Contrast: |1 ™
wihite balance: Auta - White balance: Autg -
Exposure: Fhcker-hee 60Hz 3 Expasure: Flicker-frea 60Hz
Max Exposure Time: | 1730 » Max Exposure Time: | 130 &
Max Gain Contrel: |2 Max Gamn Control: |2
a6 ICR: Ul ~  GPIN Status: | Open ¥ for day

Day Mode 6 ™|:|0 & CF: G IN Status: or day
LED: B - rm " - =

Night Model 18 ) : [0 ) {541) B/W Mode: @By IRType Oow O Coler
B/W Mode: @6yIRType OB/w O Color Mirrar: [Overtieal [ Honzontal
Mirror: Chverical CHorizantal

[ Befaut

(for LED model) (for ICR model)

Camara Setting

A vindow:  [Sam]

Brightness: [4] ® 5

Hue: MM M 50

Saturation: [4] [ |50

i o Camera Setting
‘Whité balance: At -

Exposure: Fickor s 60F1z AE Window:

g Sensar \ Button to save the frame

Biw Mode: @By IRType OB/w O calor

Mers:  [venkalElodasessl range !
Dafault |

(for IR LED model) AE Window
(2MP models only)

AE Window: The area of selected window will be the auto-exposure sense area for entire camera image.
Therefore, if you want to have the image lighting-exposed level depends on particular area,

please use the AE Window to select the desired area, otherwise we suggest you selecting the
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window to cover the central area of the image, same as default setting.

Brightness: The image brightness can be adjusted in the range 0-100, where a higher value produces a

brighter image.

Hue: The image hue can be adjusted in the range 0-100, where a higher value produces more

stimulus on the image.

Saturation: The image saturation can be adjusted in the range 0-100, where a higher value produces more

neutral image.

Contrast: The image contrast can be adjusted in the range 0-100, where a higher value produces more

difference in brightness between adjacent areas.

2MP models: The image contrast can be adjusted in the range 1-5.

White balance (2MP models only): This is used to compensate for the different colors present in different

light sources, to make the colors in the image appear the same. The Network Camera can be

set to automatically identify the light source and compensate for its color. Alternatively, the

type of light source can be manually selected from the drop-down list.

Exposure:  Configure the exposure settings to suit the image quality requirements in relation to lighting,

frame rate and bandwidth considerations. Values can be set to: 50 or 60 Hz

Max Exposure Time (2MP models only): Select the exposure time for the camera for the duration of the

time that gets into the sensor.

Max Gain Control: Select the level gain control for the camera

LED: (LED model only)

Select “Light Sensor” to activate IR-cut filter (White Light LED off) or Delete it (White Light LED

on) automatically according to day or night vision.

Select “Schedule” to assign the starting time of day mode and night mode.

Day Mode| 6 % |:|0 +

v
— Night Mode| 18 ¥ |: |0 v
Day Mode/Night Mode:

Select “Day Mode” to set time duration for disabling
Select “Night Mode” to set time duration and enable
Manual:

Select “Night” to always Delete IR-cut filter.

Select “Day” to always activate IR-cut filter.

IR LED: (IR model only)

Light Sensor v| IR.
|Auto IR.
Light Sensor
Schedule
GPIM
Manual
Day

Select “Light Sensor” to activate IR-cut filter (IR LED off) or Delete it (IR LED on) automatically

according to day or night vision.
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Select “Schedule” to assign the starting time of day mode and night mode.

Night Mode :

Day Mode/Night Mode:

Select “Day Mode” to set time duration for disabling Light Sensar v IR.
Select “Night Mode” to set time duration and enable Auto IR.
Light Sensor
Manual: Schedule
Select “Night” to always Delete IR-cut filter. GFIN
Manual
Select “Day” to always activate IR-cut filter.
Day

(ICR model only)
Select “Light Sensor” to activate IR-cut filter or Delete it automatically according to day or night
vision.

Select “Schedule” to assign the starting time of day mode and night mode.

Night Mode :
Day Mode/Night Mode:
“D ” H i i i § .
Select “Day Mode” to set time duration for disabling Light Sensar 2 IR
Select “Night Mode” to set time duration and enable Auto IR.
Manual: Light Sensor
Schedule
Select “Night” to always Delete IR-cut filter. GPIM
Select “Day” to always activate IR-cut filter. Manual
Day

(PIR model only)

Select “PIR” to start or turn off IR-cut filter or LED lights automatically according to temperature

sensor. =
Duration|5 ¥
= P = = 5
PIR ¥| Duration 5 ¥| Sensitivity 1 ¥ 10
i
Duration: When PIR sensor is turned on, you can decide the lasting time of gg
LED lighting in 5sec,10sec,15sec,20sec,25sec or 30 sec. 30

Sensitivity: The PIR Sensor sensitivity can be adjusted in the range 1-10,

where a higher value will have higher sensitivity.

0
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Select “Light Sensor + PIR” to start or turn off device( IR-cut filter or LED lights) must meet below

two conditions - low illumination and temperature sensor at the same time.

—

Li.ht Sensor + PIR Vl Duration 5 ¥| Sensitivityl 1 VJ

GPIN (GPIN model only)
Select “GPIN” to Delete IR-cut filter automatically according to the GPIN status “Open” or
“Close”.
for day
Select “Open” for day. [EEIM | e Status: | Open ¥ for day
Select “Close ” for night. | GPIN v| GPIN status: B for day

B/W Mode: (Light Sensor model only)
Select “By IR Type” to present image automatically in color or monochrome, which is based on

IR status. When IR is on, B/W mode is activated. When IR is off, B/W mode is disabled.

Select “B/W’ to present image in monochrome (black and white).

Select “Color” to present image in its original color.

Mirror: Flips the video based on Vertical and Horizontal view.
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5.3  Storage Settings

5.3.1 Disk Information

Total Size : 0 Mbytes
Free Size : 0 Mbytes
Used Size ! 0 Mbytes
Disk Status : no S0 card

Displays information on the Micro SD Card inserted in the network camera that the user is working with,

which will be useful for saving live videos and snapshots, lately used in the built-in live recording Schedule

feature of this same section.

Total Size : 7548 Mbytes
Free Size : 7648 Mbytes
Used Size @ 0 Mbytes
Disk Status : Ready
Disk Format :
Record Format :  mp4 @ file © ( mp4: for download only; file: for play-online only )
Record St : [v01(HD}) , ' 1 11
ecord Stream { . b \ It won t dISplay If Insert
Pre Alarm : [ Enabled |2 *| seconds >
Duration 900 seconds  Max record seconds per file( 10 ~ 900 ) seconds M ICIo SD Card nOt yet !

Click on “Format” to format the inserted Micro SD card. Reminder for first time users, please do it first

before you try to read or write into your Micro SD card or update/back up your data.

Record Format:

Mp4 select to make .mp4 file for playing after download.
File select to make file for playing online.
Record Stream: select kinds of video profile depending on the desired recorder quality.
Pre Alarm: Pre-Recording works when Pre Alarm enabled which is to record video to Micro SD card. The

buffered memory in device contains selectable 1~3 Sec Pre Alarm. When alarm occurs, the

recording will start and include the buffered video and to save in Micro SD card.
Notice: Pre Alarm function will act only after Event system enabled.
Warning: when removing the Micro SD card out of the slot, remember to disable the event recording first.

Duration: This is to define the time period of each video clips recorded, the available period is from 10~900

seconds.
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Notice: Before executing record video event, you must synchronize the time first.

Please refer to P.51 regarding the details of the options for setting Date and Time.

5.3.2 Filelist
Displays the list of files which are stored in the Micro SD Card. User can find the needed files by
configuring the duration (between Start time and End time) and clicking on “Search”.

A checkbox is shown to allow the deletion of the file if necessary.

Disk Information | File List

Search
Start Date:|2[]11 |-|8 "|—|25 V| Time::UD:UU

End : Date:|2ﬂ11 ||8 V|-|25V--| Time::59:59

Fila List == Start Date( vyyy-mm-dd hh:mm:ss ) ~ End Date( yyyy-mm-dd hh:mm:ss )

File List

{ note: *.mp4: click filename to download file; *.file: dick filename to play-online .}

2011-08-25_110435_CHOl.mp4
[Jz011-08-25_110157_CHO1.mp4

a (Deee]

The network camera supports 2 ways to play the recorded video files:
* file click on the file to play the record video file online. There will be a pop-out window,

as below, playing the recorded video.
e —

* . mpd: click on the .mp4 file to download.
The .mp4 file is encoded with H.264. The used media player on the host PC has to
support the H.264-encoded video file to play the video file.
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There are some recommended media players, as below, that support H.264-encoded video file. Please

Note:

refer to following webs to download and install.

QuickTime: http://www.apple.com/quicktime/download/

VLC: http://www.videolan.org/vic/

KMPlayer: http://kmplayer.en.softonic.com/
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Event Settings
The Event Settings page allows the user to customize the Network Camera to perform actions during a

period of time, upon the occurrence of certain events in order to have a result.

For example: Capture a snapshot, at anytime, when a motion is detected; and send the snapshot to an

email address.

In simple words: Upon some condition, during a time, do something with a result.
The condition will be set by “Trigger by”

The time of doing something will be set by “Respond to Trigger”

Doing something with a result will be set by “When Triggered...”

5.4.1 Event Configuration

Event Type List
Name Enable Trigger Actions
{ Note: The maximum number of events is 10. )

Event Type List
Add: turn on the capability of setting an Event, go to the Event Configuration page and click on Add

to see the available options.
Note: the maximum number of events are limited to 10 (ten).

Delete: delete any existing event, click on the name of the Event and click on Delete.
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Event Type List
Name Enable Trigger Actions

Delete
( Note: The maximum number of svents iz 10, )

Event Type Setup
General

1
Name I( 20 character max )

Schedule

Trigger by

Respond to Trigger’

Motion Detection
By Boot

GPIM
O only during time framie

® Always

O Temporal disable

‘When Triggered...
[1 Upload images

[0 send email notification

[0 Send HTTP notification to _

[0 Send TCP notification to

01 spour| GPOUT! ]
Event Type Setup

Name: Input a name to identify the Event that will perform the action upon some event occurrence.
Trigger by: (Condition)

Schedule: it will perform an action during a time defined by the user.

Motion Detection: it will perform an action upon a motion detected set in some are defined by

the user.

Event Type Setup
General

Name | [( 20 character max )

Trigger by ; Mation Detection V| Please select be
Motion Window ID | None ¥ L—’/' configured of windows

Please refer to P.33 regarding the details of the options for setting Motion Detection.

By Boot: it will perform an action when the camera is booted or restarted. This feature is useful to
detect reconnections that are not anticipated or expected.

GPIN: it will perform an action when a connected triggering device (at Pin3&4) is activated.
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Event Type Setup
General

Mame _f{ 20 character max )
Trigger by GPIN bl

GPIN et

Respond to Trigger (Activated Time)
Always: always keep the Network Camera alert to wait for some condition to happen.
Only during time frame: it will perform the action only for the time frame set. This is different
from the Schedule condition, since the Schedule condition sets the time as the main reason to

start doing something, while the “time frame” sets the duration of the action.

Event Type Setup
General

Name | ( 20 character max )

Trigger by Schedule v

Respond to Trigger
O always
nly during time frame  [Jsun [IMon ClTue Cwed ClThu ClFi [ sat
Start Time : :
End Time . .

(O Temporal disable

Check the corresponding days to execute the triggering time.
Start Time: indicates that time that the trigger will be start executing
End Time: indicates that time that the trigger will be end executing
Interval: indicates the interval between each action.

Duration: indicates the duration of the trigger from the Start Time.
Temporal Disable: don’t do anything while activated. In other words, even if the condition has
happened the Network Camera shall not do anything. This option is useful to pre-set conditions

that will probably be used in the future by desire, but that hasn’t to be activated now.

When Triggered...(Do some action with a result)
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[] Upload images

[l sSend email notification | ----------
[[] SendHTTP notification to | ----------

[l Send TCP notification to | ----------

| [l Recordto SD

[0 GpouT GPOUT1 ¥

Upload Images: sends the images to an FTP server.

Upload images

® FIP ; —————————— ¥
File Type : (& IPEG
Interval : 1 |0 1 Second

Jisont

It won't display if insert
SD card not yet !

[Saue] ’ Cancel ]

Interval: Set the time between each two notifications.

Send Email notification: Send an email message to a predefined email address set in the Network

Configuration.

Send email notification

Interval : .1 :U Second

To: |

!(80 character max)

Subject : |

!(80 character max)

Message |

!(80 character max)

[Jattach file

File Type: ()IPEG
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Interval: Set the time between each two notifications.
To: the email account that will be sent to

Subject: input the subject of the email

Message: write in the message contents

Attach file : attach a snapshot photo

Send HTTP notification: Send a text message as a parameter to an HTTP port that should be expecting a

text message or a command.

Send HTTP notification to | eremenees b
Interval : :1 |0 Second
Message . | :{BD character max)

Interval: Set the time between each two notifications.

Message: write in the message contents

Send TCP notification: Send a text message to an TCP port that should be expecting a text message

Send TCP notification to [ b
Interval : :1 |0 Second
Message ! | :{BD character max)

Interval: Set the time between each two notifications.

Message: write in the message contents

For configuring the FTP, Email, and TCP settings, refer to the Network Configuration, on Event Server.

Record to SD: Record video image to SD card.

Record to SD

Note: It won't display if insert SD card not yet !

GPOUT: Set to activate a connected device (at Pin1&2) once triggered.
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When Trigger by: (Condition): Motion Detection ~ By Boot or GPIN,it would be show below configure.

wWhen Triggered...
Upload images

@® FTP | s

File Type : & IPEG
Post alarm : 10 {1~ 200) Second
Interval : 1 L0 Second

Send email notification

Post alarm : 10 | {1~ 200 ) Second
Interval : 1 . |0 Second

s | ||[80 character max)
Subject : | ||[80 character max)
Message : | |(80 character max)

[ attach file

File Type : & IPEG
Send HTTP notification to

Post Alarm : |10 {1~ 200 ) Second
Interval : 1 . |0 Second

Message : | |(80 character max)

Send TCP notification to

Post alarm @ |10 {1~ 200 ) Second
Interval : 1 .0 Second

Message @ | ||[80 character max)

Post Alarm:

Set the duration of action after the event

5.4.2 Motion Detection
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Motion Detection List

[Add ] [ Delete | [OS0OF |

Windows Area Name

Video motion detection is used to generate an alarm whenever movement occurs (or stops) in the
video image.
A total of 3 Include and/or Exclude windows can be configured.
Once configured, the video motion detection windows appear in the list of available triggers, for
triggering events.
Note:

1. Using the motion detection feature may decrease the camera’s overall performance

2. Don’t set Date & Time of OSD (On-Screen Display) included in the detected area.

Maotion Detection List

Windows Area Name

Maotion Detection Setup

Windows Area Name |[U]Defau|t_Windnw ||[ 20 character max )
Sensitivity : [ | [¥]
Colar ; Fed »

Save Cancel
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Add: 3 areas can be set for which they will be identified in 3 colors each, Red, Green or Blue.

Motion Detection List

Once clicked, according to the color selected, a squared block can be drawn on top of the video
displayed using the mouse.

Press the left click of the mouse to start drawing the box, and drag it upon the video to mark the
desired area. Once finished, release the left click of the mouse, and the box will be drawn as intended.
Delete: In case any of the area is not required, click on the name of the Area Name from the Motion

Detection List, and click on Delete.

0OSD On/Off: Select “OSD On” to present in screen that Motion Detection is working.

MO | 2r 3

Windows Area Name: Descriptive name of your choice.

Sensitivity: values run from 0 to 100; for which the higher the number, the more sensitive is the motion
area.

Color: 3 colors can be chosen among the areas set for the motion detection; Red, Blue or Green.

Save: Once the process has been completed click on “Save” to make the changes permanent.

Cancel: in case for any reason, the selection was not properly configured, click on Reset to clear up the

values for each feature.

5.4.3 Event Server

Event Servers are used to receive uploaded image files and/or notification messages. To set up Event
Server connections in your camera, go to Setup > Event Configuration > Event Servers and enter the

required information for the required server type.

Event-Server

Event Server List
Name Protocol Address Upload Path User Name

[ AddFTP | [ AddHTTP | [ AddTCP | [ AddSMTP | [ Delete |

{ Note: The maximum number of event server is 10. )
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Add FTP: adds an FTP to be used as a recipient for the images

Add HTTP: adds an HTTP server to receive text messages.

Add TCP: adds a TCP port to received text messages.

Add SMTP: adds an Email server/address to receive email messages

Delete: to Delete any existing Event Server, select a Name from the Event Server List and click on
Delete.

Upon clicking on any button to add FTP, HTTP, TCP or SMTP server a box will show up for
filling the required information.

FTP Server
Receives uploaded images
FTP Server
Name {32 character max)
Network Address
Upload Path

Port 21 [1.:.:65535]
MNetwork Address

User Name | (32 character max)

Password | |(4 character min, 32 character max]

Cancel

Name: Descriptive name of your choice
Network address (IP address or host name)
User Name and Password: Enter the Username and Password for allowing the upload of the
images.
Note: Consult your Network Administrator for the correct Username and Password applied to the folder. Make
sure that the Username applied in this folder does have Write and Delete permissions to it. In case Write and

Delete permissions are not applicable, the intended files to be stored will not take into effect

HTTP Server

Receives notification messages
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HTTP Server
Name ._{32 character max)

URL

User Name | ._{32 character max)

Password (4 character min, 32 character max)

Cancel

Name: Descriptive name of your choice
URL: URL (IP address or host name)
Username and Password: Enter the Username and Password for allowing the reception of
messages.
Note: Consult your Network Administrator for the correct Username and Password applied to the HTTP and
Proxy Server. Make sure that the Username applied in the HTTP and Proxy does have Write and Delete

permissions to it. In case Write and Delete permissions are not applicable, the intended messages to be delivered

will not take into effect

TCP Server
Receives notification messages

TCP Server

Name | [(32 character max)
Network Address |

Port | [1...65535]

Cancel

Name: Descriptive name of your choice

Network Address: IP address or host name

Port number: Enter the port number of the TCP service that is expecting to receive the message.

Note: Consult your Network Administrator for the availability of the TCP service and Port number to be used.
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SMTP Server

To send email messages

Event Server List
ftp e 102.168.3..... / quast
EMalL ST SMED. oM aa3.amegia
AddHTTP | [ AddTCP | Detete

tote: The mesimum numbar of svent server s 10, )

SMTP Server

rame EMAIL (80 character max)

Email Address  |gad amagiagigmail com

Mail Server amtp gmail cam (hostname or 1P address)

Port 25 [1...85535]

Ugar Nama qal amagia {128 character max)

Passwaord Ll eed {4 character min, 3% character max)

1 Enabled 551

Test Email_|
[ Modity

Name: Descriptive name of your choice
Email Address: enter sender’s (the network camera) email address
Mail Server: URL of mail server (IP address or host name)

Username and Password: Enter the Username and Password for authentication if necessary.

5.4.4 Serverl/O

Power LED
Power LED
GPIO

GPIND : MNormal Status :
GPOUTL @ Normal Status : Post &larm (1~ 200)Second

Power LED: Check the box if the Power LED is required to be off while the Network Camera is on.
GPIO: is used to configure normal circuit status for receiving and triggering Alarms.

GPIN 1 Normal Status: sets “Open” or “Close” for the Normal Status of GPIN circuit

GPOUT 1 Normal Status: sets “Open” or “Close” for the Normal Status of GPOUT circuit

Post Alarm: set the alarm time after event happened from 1 ~ 200 seconds

5.4.5 PIR (Optional)
If the connected camera device supports PIR, the “PIR” option will appear and users can access into its

setting page. The “PIR” setting page enables users to activate PIR and set triggering notification options.
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Enable

PIR: O on ® off
When Triggered...
Upload images

FTP : == |

File Type : @ IPEG

Post Alarm : :_10 (1~ 200) Second

Interval : 1 ._ a Second
[0 Send email notification |— 4
[ Send HTTP notification to |
[ send TCP notification to [—— ~|

Record to SD |900 Max record seconds per file { 10 ~ 900 ) Second ’\ , . L.
= crorieoril —,| Itwon'tdisplay if insert
SD card not yet !
ave

PS: the “Record to SD” option will show up if you have inserted Micro SD card into your camera.
Enabled
PIR: On / Off — click “On” if you need to enable the PIR function.
When Triggered...
Upload images: upload the images detected by PIR through FTP. To activate this function, just check the
box “Upload images”.
Note: you must have set FTP server first in order to activate it.
FTP: choose your FTP server
File Type: it is in JPEG format
Post Alarm: select 1 ~ 200 seconds

Interval: set the interval time in seconds

Send email notification
If you activate this function, images taken by PIR will be sent to your email and you will receive an email

notification. You must have set SMTP server first to activate it.

] Uplaad images

&l Send email notication ——
Post Alarm @ 10 {1~ 200 ) Second
Interval 1 |0 Secand
o {80 charactar max)
Subject ; {80 character max)

essage | (80 character max)

ateach file

File Type ®IPEG

[ Send HTTP notificabion to

[] Send TCP notification to

[ Record to S0 900 Max record seconds per file ( 10 ~ 900 ) Second

O crour GROUT! +

Em)
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Post Alarm: select 1 ~ 200 seconds

Interval: set the interval time in seconds

To: type in the destined email address

Subject: input the subject for the email notification. The subject you input here will be shown when you
see the email notification

Message: type in the message to be shown in the email notification.

Attach File: recommended to tick it

File Type: JPEG

Send HTTP Notification to
Images detected and taken by PIR will be sent to your HTTP server. Remember to set HTTP server first

before you activate this function. To set the server, go to “Event Server” page.

Enable
PIR: Qon @ off
When Triggered.
[0 Upload images

[] send email notification [—— ™

Send HTTP notification to — ¥

Post Alarm @ |10 (1~ 200) Second

Interval : 1 |.10 Second

Message : (80 character max)
[0 send TCP notification to [— B
[0 Record to SD 900 Max record seconds per file ( 10 ~ 900 ) Second

[0 epout GPOUTI ¥

Save

Post Alarm: select between 1 ~ 200

Interval: set the interval time in seconds

Message: input the message that will be sent to your HTTP server
Send TCP Notification to

If you activate it, notifications about images taken by PIR will be sent to your TCP server. In order to do so,

you must have set TCP server first under the “Event Server” page.
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PIR:

H

B
]

Enable

Oon ®off

when Triggered

Upload images
Send email notification

Send HTTP notification to

& send TCP notification to

Post Alarm = |10
Interval : 1

Message :

Record to SD

GPOUT| GPOUTWW*{

| (1~ 200) Second
_| Second

(80 character max)

900 Max record seconds per file { 10 ~ 200 ) Second

Save

Post Alarm: select between 1 ~ 200 seconds

Interval: set the time for interval

Jisont

Message: type in the message that will be displayed and delivered to your TCP server

Record to SD
record the video files into SD card detected by PIR.

PIR {

Enable
PIR: COn @ Off

When Triggered...

¥

(i ERL |

Upload images

Send email notification

Send HTTP natification to |

Send TCP notification to

[

| Record to SD

900 | Max record seconds per file { 10 ~ 200 ) Second |\

O

GPOUT GPOUTT (+|

It won't display if insert
SD card not yet !

select the lasting time of recorder in 10~900 sec.

GPOUT
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5.5 Network Settings

(3 DHCP Service ( Config IPChange notification )

Static IP Address

@®

IP Address 192168257
Netmask  [255 v [255 ¥| [0 v [0 ]
Gateway 1921681254
DNS1:  [168.9511
DNS2: (0000
O PPPoE ( Config IPChange notification |
User Name |Usemame (32 character max)

Password |essssese [(4 character min,32 character max)

The Network Settings page allows the user to change and add more sophisticated configurations based on
the network infrastructure where the Network Camera is installed.
As for the IP Discovery Tool is useful for initial boot up and straight network configuration, the Network

Settings page offers a flexible way to fully utilize the network capabilities.

General: Basic IP configuration settings.

Advanced: Page for network settings that include Time Server, Hostname and Port for services.

DDNS: Service for accessing the Network Camera through domain names rather than IP addresses.

PPPoE: Configuration page for connecting directly to ADSL internet services.

Event Server: Sets up the servers utilized in the Event feature page, such as FTP, HTTP, SMTP and TCP.
Note: Consult your Network Administrator for the availability of the services and the values for the

configuration to be used.

5.5.1 General
DHCP: Obtain IP address via DHCP
Dynamic Host Configuration Protocol (DHCP) is a protocol that lets network administrators centrally
manage and automate the assignment of IP addresses on a network. Although a DHCP server is mostly
used to set an IP address dynamically, it is also possible to use it to set a static, known IP address for a

particular MAC address.

Advise to set IPCHANGE for dynamic IP mode while DHCP service is activated.
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Static IP Address
IP address: Specify a unique IP address for your network camera.
Subnet mask: Specify the mask for the subnet the network camera.
Gateway: Specify the IP address for the Gateway
DNS1: Specify the IP address for the first group of DNS
DNS2: Specify the IP address for the second group of DNS

PPPoE
) PPPoE { Config IPChange notification )
User Name |Username [(22 character max)

Password ﬁluﬂﬂﬂ (4 character min,32 character max)

The PPPoE feature enables the user to connect the Network Camera directly to the ADSL Modem having
direct access to Internet. Click on the PPPoE Enable box to activate the feature, and enter the Username
and respective Password.

The Username and Password, as well as the internet service that goes with the ADSL Modem are provided
by an Internet Service Provider (ISP) such as your local telephone company.

Contact your ISP for more information on how to acquire such service.
Advise to set IPCHANGE for dynamic IP mode while PPPoE is enabled.

5.5.2 Advanced

NTP Configuration
Use the following NTP server address: |ntp.org (Host name or 1P address)

Host Name Configuration

© obtain Host Name via IPv4 DHCP
@ Use the host name : |localhost

Protocol

Enable HTTP  Port 80

Enable RTSP port] 954 ( over http port: 8080 )
Enable FTP  Porg 21
Enable UPnP

Enable ARP/Ping

Save
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NTP Configuration
Obtain NTP server address via DHCP - check this radio button to automatically look up and use
the NTP server settings as provided by DHCP. Click the View button to see the current settings.
Use the following NTP server address - to create manual settings, check this radio button and

enter the host name or IP address of the NTP server.

Warning
For users using PPPoE as their network access, any change made to the “Network address” of
the “NTP Configuration may cause the screen to remain still for a while, because your local ISP
(Internet Service Provider) is assigning new IP address and new values for the HTTP, RTSP and

FTP ports, whenever a change is made to NTP through PPPoE.

Host Name Configuration

The network cameras can be accessed using a host name, instead of an IP address.
Obtain Host Name server address via ipV4 DHCP - automatically use the DNS server settings
provided by the DHCP server. Click the View button to see the current settings.
Use the Host Name - enter the desired DNS server by specifying the following:
Domain name - enter the domain(s). Multiple domains can be separated by semicolons (;). The
host name is always the first part of a Fully Qualified Domain Name, for example, myserver is the
host name in the Fully Qualified Domain Name myserver.mycompany.com where

mycompany.com is the Domain name.

Protocol

HTTP

The default HTTP port number 80 can be changed according to the user’s need. This is useful for simple
security port mapping.

Note: if you enter a different value other than 80 for your HTTP port, you can not return to the Live
View screen. In order to return to the Live View screen, please launch IP Discovery tool again and select

your network camera.

RTSP
The RTSP protocol allows a connecting client to start an H.264/MJPEG stream. Check the box to enable
the server and enter the RTSP port number to use. The default setting is 554.

Note that H.264/MIJPEG video streams will not be available if this service is not enabled.

FTP
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The FTP server running in the network cameras enables the upload of new firmware, and user

applications. Check the box to enable the service.

UPnP Setting
First, tick the box “Enable UPnP” (actually, it’s ticked in factory default).

NTP Configuration
Use the following NTP server address: |ntp.org (Host name or IF address)

Host Name Configuration

C obtain Host Name via IPv4 DHCP
@ Use the host name : |localhost

Protocol

Enable HTTP Port]80

Enable RTSP pory 554 ( over http port: 8080 )
Enable FTP  Port21
Enable UPnP

Enable ARP/Ping

Save

Arp / Ping
Enabling Arp / Ping will offer an additional tool to the user in order to detect the status of the Network

Camera. For related commands to ARP/Ping, refer to your Network Administrator.

5.5.3 DDNS

Dynamic DNS Setting

[JoDNs Enable

Host Name |/ \(Link to http://www.dyndns.com)
User Name | (32 character max)
Passward |4 character min, 32 character max)

The DDNS (Dynamic Domain Name Service) feature allows users to access the Network Camera without
the need of remembering the IP address, but rather using a name.

For example: http://www.mycamera.com
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Reminder: the DDNS is only effective for PPPoE connection.

Note:

To be able to use the DDNS feature, a domain name must be registered first in a domain name service
from a 3" party service provider, such as DynDNS (www.dyndns.org).

The DDNS feature only forwards the information between the Host Name server and the Network
Camera, therefore the Username and Password must be obtained from the 3™ party service provider

before using the feature.

Refer to your Domain Name Service Provider for more information on setting up a domain name. Some

Domain Name Service providers charge a fee for the registration, while some offer the service as free of charge. It

will be in the user’s decision which service to acquire.

In order to use the DDNS feature, it is assumed that the Network Camera already has direct access to Internet.
For more information on how to allow the Network Camera to access the Internet, consult with your Network

Administrator and you can also refer to the Port Forwarding Section in this manual for a basic guide line and a

better understanding of the topic in matter.

5.5.4 IPCHANGE Settings

IPCHANGE

IPCHANGE Setting
[ 1pChange Enable
SMTP Server nane v ({ Config SMTP Server )

Mail To:

This setting triggers an email sending to notify the latest IP address when the IP address of this network

camera is changed. Please configure SMTP Server information (Network -> Event Server) first.

IPCHANGE: Disable or Enabled

SMTP Server: Select one on the list of configured Email servers

Mail To: Set the destination (e.g. 0001@abc.com) which the alerting email is sent to.

Click on “Save” to apply the change.

5.5.5 Wireless ( Optional for WiFi model)

When using the wireless network for the first time, users must conduct the following setup first:

1.
2.

The camera remains wired to a network hub/switch/modem/router through an Ethernet cable.
Click on “Setup” = “Event” = “Event Server” = “Add SMTP” to setup email notification. For mail
server information, please check with your email service. You might consider other servers such as

TCP or HTTP, but this SMTP is recommended for easier IP change setting.
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3. Move to “Network” = “IP Change Setting” to fill out SMTP server information so that notification
about IP change will be sent to users’ email. After filling out the information, click “Save”.
4. Click on “Wireless” and the page below will appear. Click on “Search” first to display available

wireless network.

Wireless Network

SSID Mode Encode Authentication Signal strength WPS
yokaonc infrastructure | TKIP + AES WPA 58% YES
Guest infrastructure | NONE COPEN 44%

amegia-ap2 infrastructure | TKIP + AES WPA(2) 72% YES
ncqa infrastructure | TKIP + AES OPEN 42% YES
amegia-1 infrastructure | TKIP + AES WPA(2) 4495 YES
cherry infrastructure | TKIP + AES QOPEN 26%

Wireless Setting

[JEnable wireless { Config IPChange notification )

SSID : SSID
Netwark type: @ Master O Ad-Hoc
Security: MOME v

Cancel

Wireless Mode

The wireless feature is available only for wireless models.

Wireless Network:
Normally, the unit will automatically search and display available wireless networks. If not, then click on

“Search”, the network camera will detect the Access Points available in the current network.

Enable / Disable:
The wireless function is disabled by default; enable the wireless mode in case a wireless connection
is desired rather than the wired connection.
In order to avoid network conflicts, it is recommended that the wireless IP address be different from

the wired connection.

Network Name (SSID):
When the user wants to use the wireless function, an Access Point must be designated to serve the
wireless connection. Commonly a Router acts like an Access Point for serving wireless connections.
The SSID identifies the Access Point in the network; it is usually a number or name being used by the

Router when it has the wireless function enabled.

Note: Remember to avoid irregular icons such as #, @, S, /, *, ! (the ones you press “Shift”
and number keys) for wireless SSID setting.
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'E BRIl can't input [ & '=4 %]
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Guest
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e |
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Network Type:
Master: Select this to enable the wireless function for which it may function under a wireless
connection infrastructure such as an Access Point.

Ad-hoc: Select this to enable a point-to-point connection to a computer.

Security:
The encryption will depend on whether the Access Point (Wireless Router) utilizes an encryption key
to authorize and authenticate client connections to access the wireless service.
Select among the encryption methods: WPS, WEP, WPA-PSK or WPA-PSK.

Save: Save the changes made.

Click “Save” once you have configured the setting. Then unplug the Ethernet cable and the LED on the
front will flash in the order of: green>red—>green—>orange.

Reset: reset the options to default

Note: Remember to close the window right after or else the IP Discovery tool will not be able to
detect the camera’s IP address when you launch it.

Once you have saved the setting, unplug the Ethernet cable and the LED on the front will flash in red and
then in orange. (Remember to close the setting window or else it may fail to detect the camera’s IP

address).

Your unit is now reactivated and trying to connect itself to the wireless network access you have

selected.
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The flashing LED indicates that the unit has completed its process for
wireless setting.

To confirm if the WiFi network is working properly:

1. Launch “IP Discovery” and see if the network is displayed on the list.

2. If you have set up SMTP server (email), you would receive
notification once it’s successfully connected.

Note: Contact your network administrator for a better understanding of the wireless connection under your

network infrastructure and the type of encryption used in such network.

WPS Connection

1. Power on the network camera.

2. Hold on the WPS button for a while and then the LED will flash (remember to ol
activate the WPS of your router right after, ideally within 120 seconds). It will flash

in red and then in orange. Red indicates reactivation and the orange means the
unit has completed its process.

3. To confirm if the wireless network is working, either launch “IP Discovery” to see if the network
is displayed on the list. Please be noted that it may take 20 to 30 seconds for it to appear on the

list. If not, it means the network has not been completed successfully.
Note:

Please make sure that the network router you are using must comes with WPS function.

Note:
When operating on wireless mode, the reset button on the back won’t work. To reset your camera,
please wire it first.

-48 -



5.6

System Settings

5.6.1 Information

The System Settings page displays information about the current status of the Network Camera.

Model KHHK
System up time 2011-08-29 11:47:58
Firmware Version 1.00.06.4801

MAC Address 00:0e:c9:03:b2:a5

ActiveX Version 1.0.0.162

Ethernet
Mode Static

IP Address 192.168.28.1

Netmask 255.255.0.0

Gateway 192.168.1.254

Status Disabled

Status Disabled

Primary DNS IP address
Secondary DMS IP address 0.0.0.0

Status Off

Domain Nams wyour.host.name

Success/Fail Fail

Device Mame
Device Location

Device Name

Device Location

[ Save Device Seitings ]

ni

Such information is useful to have references when direct information is required without going through

the different pages of configuration of the Network Camera.

5.6.2 User

User Setting

[JEnable anonymous login{no user name or password required)

User List
User Name User Group
admin Administrator

User Setup

User Name | |

Password | ‘

Confirm Password | ‘

User Group @ Administrator
) Operator
O viewer

Note:

1.Max 14 character are allowed in user names.

2.0nly A~Z, a~z and 0~9 are allowed in the User Name and Passwaord.
3.Min four character,Max thirty two character allowed in the password.
4.The maximum number of users is 20.

5.The "admin” user is default user and cannot be deleted.

6.Press "save” to save the settings when vou add a new User Setting.

7.Press "modify” when you made any changes to existing User Setting.

Save Cancel
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The user configuration page allows the Network Camera to have multiple users and profiles to access the

Network Camera.

Enable anonymous login:

To allow the access to the Network Camera without restrictions, select the box of Enable anonymous login
and click on “Save” to make the changes permanent.

Such change will allow anyone to access the Network Camera without a username or password.

Note: it is in the user’s discretion whether or not to allow authorized and unauthorized to access the Network

Camera.

Adding a user

In order to add a new user, click on the “Add “button and fill the information which is required.
After filling the information, click on “Save” to make changes permanent to the device.
Administrator: allowed to view and change the configuration of the Network Camera.

Operator: permitted to change certain configuration of the camera, but not “Network” and “System”

Viewer: permitted to view the Network Camera only.

Note: follow the instructions displayed on the User’s page while selecting of a Username and Password.

User Setting
[JEnable anonymous login(no user name or password required)

User List

admin Administrator

User Setup

User Name
Password

Confirm Password

User Group & Administrator
O Operator
O viewer

Note:

1.Max 14 character are allowed in user names.

2.0nly A~Z, a~z and 0~9 are allowed in the User Name and Password.
2.Min four character,Max thirty two character allowed in the password.
4.The maximum number of users is 20.

5.The "admin” user is default user and cannot be deleted.

6.Press "save” to save the settings when yvou add a new User Setting.

7.Press "madify” when you made any changes to existing User Setting.

Cancel

Deleting a user
To delete user, click on a Name from the Users list and click on “Delete”, then click on “Save” to make the

changes permanent.
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5.6.3 Date & Time

Date & Time

Time zone:

Date: 2011-05-31

[isoni

Time: 20:47:19

|GMT 0:00: Greenwich Mean Time: Dublin, Edinburgh.Lishen, London v|

Time Mode:

) SetManually

) Synchronize with local computer time
Date:2011-05-31
O synchronize with NTP server

Time:20:45:58

Time: |20 % ;45 %] : |56 v

2011-5

Sun |Mon |Tue |Wed |Thu |Fri |Sat

|1 ]2]3[a]s]|s]7

| 8 | o |10 11 [12 [13]14
15 [ 16 [17 | 18 |19 [20] 21
22 | 23 |24 | 25 |26 |27 28

EXENES NN

Selected Date: |2U11-5-31

|(c|ick calendar to set date)

Save

Displays the date and time (24 hours clock) of the Network Camera.

Set Server Time

Select the Automatically adjust for daylight saving time changes if necessary.

From the Time Mode section, select the preferred method to use for setting the time:

Synchronize with computer time - sets the time from the clock on your computer.

Synchronize with NTP Server - the camera will obtain the time from an NTP server every 60 minutes.

Set manually - this option allows you to manually set the time and date.

Note: If using a host name for the NTP server, a DNS server must be configured under Network Settings.

Click on “Save” to make the changes permanent.

In case there was error during the selection, click on “Reset” and restart the process.
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5.6.4 Server Maintenance

Load Default
Model HHAH

Firmware 1.0.3.4465

MAC Address 00:0e:c9:03:b2:8e
ActiveX Version 1.0.0.162

Actions Specify the firmware to upgrade.
File | |

Save parameters to a backup file.

The Server Maintenance page allows the user to make changes in the Network Camera, such as:

Reboot: restarts the Network Camera
Load Default: sets the Network Camera back to the default parameters from factory.
Upload File: Upgrades the Network Camera to a new released firmware. Look up for the file and select it.

Click on “Upgrade” to proceed with the upgrading of the firmware.

Notes: if you plan to upload older firmware versions, please keep in mind there could be possible risks that

some functions might not work properly.

Note: if you enter a different value other than 80 for your HTTP port, you can not return to the Live
View screen. In order to return to the Live View screen, please launch IP Discovery tool again and select

your network camera.

Restore: Look up for the file that restores a previous configuration of the Network Camera. Click on
“Upload” to begin the process.
Backup: click on “Backup” to save the current parameters of the Network Camera to a file.
Note:
1. Please do not restore previous configuration file into camera which has been upgraded with
new firmware version. It may lead to malfunction.
2. Before making any changes to the system of the Network Camera, make sure it is what is

required while all alternatives have been considered and executed.
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6 Troubleshooting

6.1 Factory Default

Default Button

To execute the Factory Default, proceed as follows:

1. Delete the power adapter from the socket power of the network camera

2 With a pin thin enough to go through the Default Button hole, push inside gently

3 Plug back the socket power

4.  The Power LED will flash

5 Release the pin

6. The network camera enters into the process of getting back to factory defaults
Or when the device has finished system booting, press the reset button until the Power LED starts flashing.
The device is back to factory default. All settings will be erased from the device, and the assigned IP will be

back to 192.168.1.200 and Subnet mask to 255.255.0.0.

6.2 Viewing the camera from a remote location

The below guideline shows you how to setup the Network Camera for viewing it from a remote location.

The network infrastructure demonstration is just for your reference only. Each network infrastructure may vary
upon the needs of the organization.

Note: Consult your Network Administrator for a better understanding of networking concepts and related

topics.
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6.2.1 Standard connection

Jisont
Local Network

/Network Camera 192.168.1.21 / Port SN
Internet Service
Provider
y /

| o

Broadband ADSL Modem Public IP
Router 210.20.34.23

Terminal Company Web Server Remote Location
QZ- 68.1.22 192.168.1.23 /

In this case what we have here is:
Public IP Address 210.20.34.23, assigned by the Internet Service Provider (ISP)
Network Camera, with a local IP of 192.168.1.22

Broadband router

Since we are sharing only one single Internet connection through our Local Network, the Port Forwarding

configuration in our Broadband Router for the camera will be as follows:

Private IP Private Port Type Public Port
192.168.1.22 80 e TCP (O UDP 80
192.168.1.22 554 e TCP (O UDP 554

Notice that the Port 80 is the default port for any Web-Server, but this also can be changed. Since Port 80
is the default, when we type our IP address at the Address bar, there won't be any need to type the port
number.

The default port for streaming an H.264 video is port 554, being the same as the port 80, it can also be

changed.

Once the broadband router's configurations are set, we can open the Internet Explorer and type in the
Address bar the Public IP address.

Once the broadband router's configurations are set, we can open the Internet Explorer and type in the
address bar the Public IP address.

http://210.20.34.23/
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6.2.2 Assigning Ports Manually

Local Network

/Network Camera 192.168.1.21 / Port 808\
Broadband

Router

o]

Terminal Company Web Server
k92.168.1-22 192.168.1.23 /

In this case what we have here is:

Jisont

Internet Service
Provider

g R

ADSL Modem Public IP
210.20.34.23
Port 8080

7
For the
Network
Camera

Remote Location

Public IP Address 210.20.34.23, assigned by the Internet Service Provider (ISP), but we will be using Port

9999 for accessing the camera from the Internet.

The Network Camera, with a local IP of 192.168.1.22, using port 8080 to get access to the camera through

the Local Network.

Broadband router

Since we are sharing only one single Internet connection through our Local Network, the Port Forwarding

configuration in our Broadband Router for the camera will be as follows:

Private IP Private Port Type Public Port
192.168.1.22 8080 e TCP (O UDP 8080
192.168.1.22 554 e TCP (O UDP 554

In this case we are using Port 8080 for the Network Camera at 192.168.1.22, and using Port 8080 for the

Internet access at 210.20.34.23.

When we are in a remote location, in order to access our camera through Internet, we have to specify the

Public Port when typing the Public IP Address as the figure below

http://210.20.34.23:8080/
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6.2.3 Using two ore more public IPs

The following figure is just an illustration on how the camera can be connected when 2 or more Public IPs

are involved in a network infrastructure .
Internet Service

Provider
Network Camera

o ] ﬁ%%

Hub / Switch ADSL Modem 2 Public IP

Public IP

4 )

Wl-l
Broadband
Router

Company Web Server Terminal

k 192.168.1.23 192.168.1.22 /

Local Network
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Frequently Asked Questions

Symptoms, Possible Causes, and Remedial Action

Problems setting the IP address

The camera is located on a different subnet
If the IP address intended for the camera and the IP address of your computer are located on different subnets, you will not
be able to set the IP address. Contact your network administrator to obtain an appropriate IP address.

The IP address is being used by another device
Disconnect the camera from the network. Run the Ping command. (In a Command/DOS window, type ping and the IP
address of the unit).
If you receive: Reply from <IP address>: bytes = 32; time = 10 ms..... - this means that the IP address may already be in use
by another device on your network. You must obtain a new IP address and reinstall the unit.
If you see: Request timed out - this means that the IP address is available for use with your camera. In this case, check all
cabling and reinstall the unit.

Possible IP address conflict with another device on the same subnet
The static IP address in the camera is used before the DHCP server sets a dynamic address. This means that if the same
default static IP address is also used by another device, there may be problems accessing the camera. To avoid this, set the
static IP address
to 0.0.0.0.

The camera cannot be accessed from a browser
The IP address has been changed by DHCP
If the camera and client are on the same network, run the IP Discovery Utility to locate the camera.
Identify the camera using its model or serial number
Alternatively:
1) Move the camera to an isolated network or to one with no DHCP or BOOTP server. Set the IP address again, using the IP
Discovery Utility (see the Installation Guide) or the ARP/Ping commands.
2) Access the unit and disable DHCP in the TCP/IP settings. Return the unit to the main network. The unit now has a fixed IP
address that will not change.
3) As an alternative to 2), if dynamic IP address via DHCP or BOOTP is required, select the required service and then
configure IP address change notification from the network settings.
Return the unit to the main network. The unit now has a dynamic IP address, but will notify you if the address changes.

Other networking problems
Test the network cable by connecting it to another network device, then Ping that device from your workstation. See
instructions above.

Camera is accessible locally, but not externally

Broadband router configuration
To configure your broadband router to allow incoming data traffic to the camera, enable the NAT port forwarding feature
which will configures the router to allow access to the camera.

Firewall protection
Check the Internet firewall with your system administrator.

Default routers required
Check if you need to configure the default router settings.

Problems with the H.264/MJPEG format
No H.264/MIJPEG displayed in the client
Check with your network administrator to see if there is a firewall preventing viewing.

Poor rendering of H.264
Color depth set incorrectly on clients. Set to 16-bit or 32-bit color.
Ensure that your graphics card is using the latest device driver. The latest drivers can usually be downloaded from the
manufacturer's web site.

Color saturation is different in H.264 and Motion JPEG
Modify the settings for your graphics adapter. See the adapter's documentation for more information.
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Lower frame rate than expected
Reduce number of applications running on the client computer.
Limit the number of simultaneous viewers.
Check with the system administrator that there is enough bandwidth available. See also the online help.
Lower the image resolution.

No images displayed on web page
Installation of additional ActiveX component restricted

Configure your Internet Explorer to allow the installation of ActiveX by lowering temporally the Internet Explorer security
settings.

Video/Image problems, general
Image too dark or too light
Check the video image settings.

Missing images in uploads
This can occur when trying to use a larger image buffer than is actually available. Try lowering the frame rate or the upload
period.

Slow image update
Configuring motion detection, high-resolution images, or high frame rates, will affect the performance of the camera.

Poor performance
Poor performance may be caused by heavy network traffic, multiple users accessing the unit, low performance clients, use
of features such as Motion Detection, Event handling.

Poor quality snapshot images

Screen incorrectly configured on your workstation
In Display Properties, configure your screen to show at least 65000 colors, that is, at least 16-bit. Using only 16 or 256 colors
will produce dithering artifacts in the image.

Audio volume too low/high

Volume settings incorrect
The volume of the microphone is either too high or too low. Change the volume for the microphone in the toolbar on the
Live View page.

Poor audio quality
CPU overloaded

Reduce the number of listeners and viewers and decrease the image resolution and compression.

Unsynchronized audio and video
It is recommended that the camera's time setting is synchronized with an NTP Server. This is enabled under System Options
> Date & Time.

Distorted audio

Select Microphone for the internal microphone or for a connected external microphone.
Select Line for a connected line in source.
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